HauuoHaneH nnaH 3a Bb3CTaHOBABaHE U YCTOMYUBOCT
KomnoHeHT ,UHTenureHTHa uHgycTpmna“
Mporpama 3a KOHOMUUecKa TpaHchopmauua

CNUCBHK HA AONYCTUMMTE YCZIYTU U PELLEHUA B OBJIACTTA HA UHOOPMALIMOHHUTE N KOMYHUKALUOHHU TEXHO1OTUU
no NPOLUEAYPA BG-RRP-3.005 ,,PELUEHNA B OBZIACTTA HA UHOOPMALIMOHHUTE N KOMYHUKALMOHHU TEXHOJIOTUU N KUBEPCUTYPHOCTTA B

MANKWUTE U CPEOHUTE NPEANPUATUA”

Ne MKT ycnyra/pewenne MuHUmaneH 06xBat/GyHKUMOHANHOCTU U AONBAHUTENHU XapAyePHU eIeMEHTH:

Fpyna I. UKT ycnyru/pewseHna 3a gurutaneH mapketuHr, nnatpopmu, yebcaiitose 1 MobUAHU NPUNOKEHUSA:

1.

Cb3paBaHe Ha OHMANH
marasuH

MuHUManeH 0bxBaT/PpyHKLMOHANHOCTH:

e CucTema 3a ynpasneHue Ha CbAbpKaHWe U NPOAYKTU, KOATO NO3BO/ISABA OPraHM3aLMATa CAMOCTOATE/THO A U3BbPLLBA NPOMEHU;

¢ Hannuune Ha PpyHKLMOHANHOCT 33 NPOAYKTOBU PUATPU;

¢ Hannumne Ha GyHKLMOHANHOCT 33 CBBP3aHU NPOAYKTH;

¢ CnasBaHe Ha M3MCKBaHMATA 3a MHPOPMaALMOHHA CUTYPHOCT, U3BbPLUEHA NpoBepKa 3a SQL injection, nsnonssaHe Ha KpunTupaHe Ha HTTPS
(Hanpumep TLS 1. 2 unum no-Hos.);

® Bb3MOXHOCT 38 MHOTOE3UYHOCT — MUHUMYM 2 €3UKa;

* YaT 60T / YaT cncTema 3a KOMYHUKaUMA C KANEHTY;

e AfanTuBeH (responsive) gusaliH, NoAAbP KAl PA3/IMYHN Pa3MEPU Ha EKPaHWUTE Ha NOCEeTUTENUTE;

® PernctpmpaH cobcTBeH AOMENH;

¢ PazpaboTeHa MHTerpmpaHa NOAUTUKA 33 NOBEPUTENHOCT HA JIMYHUTE AaHHW, BKAKOYUTENHO NONUTUKA 32 OBUCKBUTKM B CbOTBETCTBUE C
M3nckBaHuATa Ha PernamenT (EC) 2016/679 Ha EBponeickuna napnameHT n Ha CbBeTa oT 27 anpun 2016 r. OTHOCHO 3alimMTaTa Ha pUsnYecKuTe
/IMLA BbB BPb3Ka C 06paboTBaHETO Ha IMYHN AaHHM Y OTHOCHO CBOBOAHOTO ABMMKEHME Ha TaKMBa AaHHW M 33 OTMAHA Ha [upekTmsa 95/46/EO
(GDPR);

* lHTerpupaHa cuctema 3a eNeKTPOHHM NAaWaHusa (KaTo Hanpyumep naawaHua ¢ 6aHKoBM KapTu u/vam gpyru);

e UMNnemMeHTUPaHN MHCTPYMEHTU 33 aHAM3 Ha NOBEAEHMETO Ha NOTpebuTenute;

* N3rpageHo 6a3oBo SEO (Search Engine Optimization) - muHumym SEF URLs, Breadcrumps 1 meTa AaHHM 3a BCAKa CTPaHMLa.




2. [Peructpauma Ha MuHuManeH 06xBaT/PpyHKLMOHANHOCTH:
TbProBCKa MapKa B ¢ PernctpupaHa TbproBcka Mapka B bbarapus v/uan 8 EBponeinckms cbios 3a Cb34a4eHUA OHNANH MarasuH.
Bbbarapua u/vwnu e
EBponeicKkus cblos 3a
Ccb3gageHuna oHNalH
marasuvH
3. [Cb3paBaHe Ha MuHuManeH 06xBaT/PpyHKLMOHANHOCTH:
KopnopatuseH yebcant e Cuctema 3a ynpaB/ieHWEe Ha CbAbP*KaHMETO, NO3BO/IABALLA OPraHU3aLMATa CAMOCTOATENHO A3 U3BBbPLUBA NPOMEHY;
¢ PaspaboTeHa MHTerpMpaHa NoJIMTMKA 3a NOBEPUTENHOCT Ha JINYHUTE AAaHHW, BKIOYUTENIHO NOJIUTMKA 32 BUCKBUTKM B CbOTBETCTBUE C
M3ncKkBaHMATa Ha PernamenT (EC) 2016/679 Ha EBponeiickmna napnameHT n Ha CbBeTa oT 27 anpun 2016 r. OTHOCHO 3alimUTaTa Ha GpU3nYecKuTe
MU BbB BPb3Ka C 06paboTBaHETO Ha JIMUHU AAHHU M OTHOCHO CBOBOAHOTO ABUMKEHME Ha TakMBa AaHHU W 3a OTMAHA Ha [upektusa 95/46/EO
(GDPRY);
¢ Cna3BaHe Ha M3NCKBaHMATA 33 MHOOPMALMOHHA CUIYPHOCT, M3BbpLLIEHA NpoBepKa 3a SQL injection, n3nonssaHe Ha KpunTupaHe Ha HTTPS
(Hanpumep TLS 1. 2 unu no-Hos.);
® Bb3MOXHOCT 38 MHOTOE3UYHOCT — MUHUMYM 2 €3UKa;
¢ YaT 60T / YaT crcTema 3a KOMYHUKaUMA C KANEHTY;
e AjanTuBeH (responsive) AM3aliH, NOAABPIKALL PA3/IMYHU PA3MEPU Ha EKPAHUTE Ha NMOCETUTENUTE;
® PernctpmpaH cobcTBeH AOMENH;
* IMNNeMeHTUPAHN MHCTPYMEHTM 33 aHa/IN3 Ha NOCETUTENUTE;
* N3paboTeHN MUHUMYM ClegHUTE BbTPELIHW CTPAHULM UK CEKLMM - ONMUCAHME Ha AeWHOCTTA Ha NpeanpUATUETO; ONMCaHWE HA NPOAYKTOBOTO
nopTdON0; KOHTAKTU;
* N3rpageHo 6a3oBo SEO (Search Engine Optimization) - muHumym SEF URLs, Breadcrumps 1 meTa AaHHM 3a BCAKA CTPaHMLA.
4. |Peructpaumsa Ha MuHnmaneH 06x8aTt/PyHKLMOHAAHOCTM:

TbProBCKa MapKa B
Bbarapua u/wam s
EBponeiickuA cblo3 3a
Cb3paAaeHusn
KopnopaTuseH yebcaiT

* PernctpupaHa Tbproscka mapka B bbarapua u/unv 8 EBponeickma cbios 3a Cb3aageHMsa KopnopaTuseH yebcalT.




MapKeTUHr B couanHu
megum (social media
marketing), BKatouutenHo
ynpasneHue Ha PPC (pay-
per-click) peknama

MuHuManeH 06xBaT/PpyHKLMOHANHOCTH:

* /3roTBAHE Ha CTpaTErus 3a pa3BUTUE HA U3OPAHMUTE MAaPKETUHT KaHa/IM, BKHOUYBALLA OCHOBHU LLE/IN U K/IIOUYOBM NOKa3aTesu 3a U3MbJIHEHWE U Ha
Tasu 6asa:

- U3roTBfiHE Ha niaH-rpaduK 3a Ny6MKyBaHe Ha CbAbpKaHME B M3OpaHNTE MapKeTUHT KaHanu;

- Cb3aaBaHe Ha TEKCTOBO CbAbpXKaHUe (content) 3a peknama 1 3a nybankysaHe B NpoduamTe Ha KaHAMAATA - PEKAMHU NOCAaHUA, NOCTOBE 33
couumanHu mpexu, baor noctose 1 ap.

- Cb3gaBaHe Ha BM3yaslHO CbabpKaHue (creative) 3a peknama v 3a nybanKysaHe B npodpunute Ha KaHauaaTa - baHepu, obpaboTka Ha
NPOAYKTOBU CHUMKM, BUAEO dopmMaTh v ap.

- Cb3gaBaHe M HacTpoiBaHe Ha PekJaMHUTE aKayHTU U CBBP3BAHETO MM C HEOOXOAMMUTE CUCTEMM 33 aHA/IU3 Ha LienTe 1 NoKasaTenute;

- Cb3gaBaHe 1 ynpaBAeHWe Ha PeKaMHU KaMMaHWUKU B COLMANHUTE MPEXKU U/UNY TbPCAUuKUTE;

- Cb3gaBaHe Ha peTapreTUHr/pemapKeTMHr KaMnaHUW B COLMANHUTE MPEXM U/UAN TbPCAYKUTE;

- AHaNM3 Y ONTUMU3MPAHE HA PEKNAMHUTE KaMMNaHUW B COLMANHUTE MPEXN U/UAKN TbpcadKuTe.

Fpyna Il. UKT ycnyru/pewseHuns 3a onTMmMM3npaHe Ha ynpaB/ieHCKUTEe, NPOU3BOACTBEHUTE U IOTUCTUYHM NPOLLECU:

6.

BbBeXKAaHe Ha cucTema 3a
ynpasneHue Ha pecypcuTe
(ERP cuctema)

MuHUManeH 0bxBaT/PpyHKLMOHANHOCTH:

* YnpasneHve Ha GMHAHCOBO-CHETOBOAHMTE AEMHOCTU Ha NPeAnpPUATUETO;

* YnpaBaeHuWe Ha BepuraTa 3a LOCTaBKu;

* YnpasneHue Ha NPON3BOACTBEHUA NpoLec / npoueca Ha NpeaocTaBsaHe Ha ycayrata/urte;

* YnpaBneHue Ha Npogaxobure;

* YnpaBneHue Ha CKNag0BOTO CTOMAHCTBO;

¢ YnpaBaeHue Ha NOTUCTUYHUTE NPOoLECH;

e CucTemarta 4a NoaabpKa MHOMECTBO NOTPEBMTE/ICKM POV U MHOXECTBO NOTPEbUTENN, KaTO NPM BbBEXAAHETO BCUUKM NoTpebuTenn Tpabea
[a ca nepcoHasnHu.

JonbAHUTENHU XapayepHU eNeMeHTU U3BBH MUHUMANHUA 06XBaT, KOMTO MoraT Aa 6bAaT NPUA0O6UTM NO NpeLLeHKa Ha KaHauaaTa:
- dr3nyecKku cbpBbLP, He0bX0aMM 3a paboTaTta Ha cucTemaTa (JoNyCcTUM B Cydald, Ye cucTemaTa He ce BbBexaa KaTo SaaS (Software as a service).




BbBexAaHe Ha cuctema 3a
ynpassieHue Ha
B3aMMOOTHOLLUEHMATA C
KnaneHTtn (CRM cuctema)

MuHUMmaneH 06xBaT/PyHKLMOHAAHOCTM:

* YnpasneHune Ha MHGOPMaLMATA 33 KJMEHTU, NAPTHLOPK M AOCTaBUMLY;

* YnpaBaeHue Ha KaHanuTe 3a B3aMMOAENCTBUE C KAMEHTK, NaPTHbOPU U A0CTaBUNLLM;

* YnpasneHue Ha MapKeTUHIOBUTE A4EeMHOCTM Ha NPeAnpPUATUETO (CermeHTUpaHe U reHepupaHe Ha HOBM NOTEHUMANHN NoTpebutenn);

* YnpasaeHue Ha cneanpoaaxkb6eHoTo obcnykeaHe (rapaHUMOHHO 06CyKBaHe, HabpaHe Ha NPEMNOPbKKN OT KAUEHTH, yripasieHne Ha
peknamauuute);

* AHaIMTUYEH MOAY/ - aHAIN3 Ha NOBEAEHMETO Ha noTpebuTennTe 1 aHanus Ha BuUsHec pesynTature.

¢ Bb3MOHOCT 3a MHTErpauma C 4pyrv cMcTemm B npeanpuatneto (GuHaHcoso-cueToBogHa cuctema / ERP cuctema /apyru HafMuHM CUCTEMM, aKO
€ NMPU0KMUMO).

JOonbAHUTENHU XapayepHU eleMEeHTU U3BBbH MUHMMANHUA 06XBaT, KOMTO MoraT Aa 6baaT NpUao6UTM No NpeLLeHKa Ha KaHauaaTa:
- dusnyeckn cbpBbBpP, HEobXoaMM 3a paboTaTa Ha cucTemaTa (AONYCTMM B CyYald, Ye cMcTeMaTa He ce BbBeXk4a KaTo SaaS (Software as a service).

BbBexkpaHe Ha
mopayn/cucrema 3a
ynpas/ieHue Ha Bepurata
3a AOCTaBKM Ha
cyposuHu/marepuanu/
KOMNOHEHTU/NPoAayKTH 3a
Npon3BOACTBEHUA Npouec

MwuHUManeH 06xBat/PpyHKLMOHANHOCTH:

* YnpaB/ieHWe Ha JOCTaBKUTE Ha CYPOBUHWU/MaTepranu/KOMNOHEHTU/NPOLYKTY 32 NPOM3BOACTBEHMUA NPOLIEC;

* YnpaBneHWe Ha IOTUCTUYHNUTE NpoLecy;

e PYHKUMOHANHOCT 33 reHepypaHe Ha CNPaBKM U aHaIM3M 3a LieINTe Ha NAaHWPAHETO M YNpaB/ieHUEeTO Ha BepuraTta 3a J0CTaBKK;

¢ Bb3MOKHOCT 3@ MHTErpaums ¢ 4pyrv cucTemu B npeanpuatneto (buHaHcoBo-cueToBogHa cuctema / ERP cuctema / apyrv HannyHu cuctemu,
aKo e MPUIoKUMO).

JOonbAHUTENHU XapayepHU eleMEeHTU U3BBbH MUHUMANHUA 06XBaT, KOMTO MoraT Aa 6bAaT NpUaobUTM No NpeLLeHKa Ha KaHaupaTa:
- dusnyeckn cbpBbpP, HeobxoaMMm 3a paboTaTa Ha cucTemaTa (AONYCTMM B CyYald, Ye cMcTeMaTa He ce BbBeX4a KaTo SaaS (Software as a service).




9. [BbBexpaHe Ha MuHuManeH 06xBaT/PpyHKLMOHANHOCTH:
mogyn/cucrema 3a * YnpaBneHWe Ha CKNaf0BUTE HAJIMYHOCTM (3amack OT maTepuasHU pecypcu, He3aBbpLLEHO NPOU3BOACTBO U TOTOBA NPOAYKLMA);
ynpasneHue Ha ¢ YnpaBaeHue Ha npouecuTe No NnpuemaHe 1 nsnpalwiaHe Ha NPOAYKTH, CTOKKU, CYPOBUHU, MaTepuanu;
CK/N1a[4,0BOTO CTONAHCTBO  |® YNpaB/iieHMe Ha CKNaJ0BOTO MPOCTPAHCTBO M JIOTUCTUYHUTE 30HMU;
(WMS) * OYHKUMOHANHOCT 3a reHepupaHe Ha CNPaBKM U aHaNU3K 3a LeuTe Ha NIaHUPAHEeTO M yNpaBaeHUeTO Ha CKa[0BaTa AeNHOCT;
* Bb3MOKHOCT 33 MHTErpaLLma ¢ 4pyry cuctemmn B npeanpuaTmeTo (buHaHcoBo-cueToBogHa cuctema / ERP cuctema / Apyrn HaiMuHU cuctemu,
aKo e NPUI0KMMO).
[onbAHUTENHN XapAyepHU eIeMEHTU U3BbH MUHMMaHUA 06XBaT, KOMTO MoraT Aa 6baaT NPUA06UTM Mo NpeLleHKa Ha KaHaMaaTa:
- ®usnyeckn cbpBbHP, HEObXxoaUM 33 paboTaTa Ha cucTemaTa (AONYCTMM B CAyYald, Ye cucTeMaTa He ce BbBeXaa KaTo Saas (Software as a service).
10.|BbBexaaHe Ha MwuHUManeH 06xBat/PpyHKLMOHANHOCTH:

mopayn/cucrema 3a
ynpasneHue Ha
Npou3BOACTBOTO

* YnpaBneHue Ha NPOU3BOACTBEHUA MPOLLEC;

* YnpaBaeHWe Ha }KU3HEHUA LMKbA Ha NPOAYKTUTE;

o OYHKLMOHANMHOCT 33 reHepupaHe Ha CNpaBKW U aHaIn3uM 3a NPOM3BOACTBEHATA AEMHOCT;

* Bb3MOXKHOCT 3a MHTerpaumsa c 4pyru cuctemu B npeanpuatneto (puHaHcoBo-cHeToBOAHA cucTema / ERP cuctema /apyrm HaMUHU CUCTEMM, aKO
€ NPU0KMMO).

JOonbAHUTENHU XapayepHU eleMEeHTU U3BbH MUHUMANHUA 06XBaT, KOMTO MoraT Aa 6baaT NpUao6UTM No NpeLLeHKa Ha KaHauapaTa:
- dusnyeckn cbpBbpP, HeobxoauMm 3a paboTaTa Ha cucTemaTa (AONYCTMM B CyYald, Ye cMCTeMaTa He ce BbBeX4a KaTo SaaS (Software as a service).




11.

BbBexpaHe Ha
mopyn/cuctema 3a
ynpasneHue Ha
npopax6urte Ha apebHO
(Point-of-Sale cucrema)

MuHuManeH 06xBaT/PpyHKLMOHANHOCTH:

¢ Bb3MOXKHOCT 33 MHTErpaLLma ¢ 4pyry cuctemun B npeanpuaTmeTo (bnHaHcoBo-cueToBogHa cuctema / ERP cuctema /apyrv HaauuHM cuctemu, ako
€ NPUIOXKMNMO).

* XapZyepHu enemeHTH, BKAOYEHN B MUHUMANHUA 0b6xBaT:

- Cneunanusumpax POS TepMmuHan, MHTErpupaH ¢ nporpama/codryep 3a ynpasieHue Ha CKA3A0BUTE HAIMUHOCTK;

- bapkog vetey;

- PUCKaNHO YCTPOMCTBO.

JOonbAHUTENHU XapayepHU eleMEeHTUN U3BbH MUHUMANHUA 06XBaT, KOMTO MoraT Aa 6baaT NpUAo6UTM No NpeLLeHKa Ha KaHauaaTa:
- TepmuHan 3a camoobcnyKBaHe;

- KOMyHUWKaumMoOHeH pyTep;

- CucTema 3a eNeKTPOHHO eTUKUpaHe;

- CucTema 3a aBTOMATUUYHO GUCKAIM3MpPaHe Ha NPoaaXKbuTe Ha eNeKTPOHHN MarasmHu.

12.

BbBexaaHe Ha cuctema 3a
6usHec aHanusm (Business
Intelligence cucrema)

MuHUManeH 0bxBaT/PpyHKLMOHANHOCTH:

o OYHKLMOHANHOCT 3a CbbupaHe/usBanyaHe n 06paboTka Ha AaHHMK;

¢ AHanu3 Ha npogaxkbuTe;

e AHanN3 Ha NOBEAEHNETO Ha KIMEHTU, AOCTAaBYMLN U MAPTHLOPMU;

* AHann3 Ha GUHaAHCOBKTE PesynTaTy;

o OYHKLMOHANMHOCT 33 U3BBbPLUBAHE HA CPAaBHUTENIHU AHA/IM3U Ha AAHHW;

* Bb3MOXKHOCT 3a MHTerpaumsa ¢ 4pyru cuctemu B npeanpuatneto (puHaHcoBo-cHeToBOAHA cucTema / ERP cuctema /apyrm HaMUHU CUCTEMM, aKO
€ NPUIOXKNMO).

JOonbAHUTENHU XapayepHU eleMEeHTU U3BbH MUHUMANHUA 06XBaT, KOMTO MoraT Aa 6baaT NpUaobUTM No NpeLLeHKa Ha KaHauapaTa:
- dusnyeckn cbpBbpP, HeobxoauMm 3a paboTaTa Ha cucTemaTa (AONYCTMM B CyYald, Ye cMCTeMaTa He ce BbBeX4a KaTo SaaS (Software as a service).




13.

BbBexpaHe Ha
Cucrema/nnatpopma 3a
BbTpewHopUupmeHu
06yueHuUA Ha cayXUTeNu
OT pascTosHue B
eNleKTPOHHa cpeaa

MuHuManeH 06xBaT/PpyHKLMOHANHOCTH:

e CUrypeH oTfanevyeH AOCTbMN 3a NPOBEXAAHE Ha BbTPELWHOGUPMEHU 0BYUYEHUSA Ha CAYXKUTENN Ha NPEANPUATUETO OT Pa3CTOAHME B EIEKTPOHHA
cpena;

* Bb3MOMKHOCT 3a yNpaB/ieHWE Ha CbAbPiKaHME Ha MHOMXKECTBO 00yUYeHUA, C NOAAPBKKA HAa MYNTUMEANAHO U MHTEPAKTUBHO CbAbPKaHMe 3a
LenuTe Ha NPOBEXKAAHETO HA BbTPELIHOGUPMEHU 0BYYEHUA HA CAYXKUTENW HA NPEANPUATUETO;

* Bb3MOXKHOCT 3a yNpas/ieHWe U NpociesaBaHe Ha npoLeca Ha obyyeHue;

e OYHKLMOHANHOCT 33 NPOCAeAABaHE HA KOMMNETEHLMUTE HA CAYKUTENUTE, aHAIN3 U OLLEHKA Ha Pe3ynTaTuTe OT NPOBeAEHN BbTPELUHOGUPMEHHU
0b6y4eHUs Ha CNYKUTENUTE Ha NPeanpUATUETO.

JONbAHUTENHN XapAyepHU eeMEHTU U3BbH MUHUMaNHUA 06XBaT, KOMTO MoraT Aa 6baaT NPMAoCHUTH NO NPeLeHKa Ha KaHaMaaTa:
- dusnueckn cbpsbp, Heobxoaum 3a paboTtaTa Ha cucTemata (4oNyCTUM B Cyyaid, Ye cucTemaTa He ce BbBeaa KaTo SaaS (Software as a service).

Fpyna lll. UKT ycayru/pewseHuns 3a ocurypasaHe Ha KW6epcurypHocT B NnpeanpuaTMATa

14.

BbvBexkpaHe u
ceptudmumpaHe Ha
cucTema 3a ynpasneHue
Ha CUTYPHOCTTa Ha
MHPopmaumATa CbrNacHo
M3UCKBAHMUATA Ha
MeXAyHapoaHuA
craHgapt 64C ISO/IEC
27001

MuHUManeH 0bxBaT/PpyHKLMOHANHOCTH:

M3nbaHeHWe Ha BCUYKM AeMHOCTU NO aHanus, pa3paboTka, BbBexAaHe 1 cepTuduLmMpaHe Ha cMcTema OT NOIMTUKM U MpoLeaypu 3a ynpasieHue
Ha CUrypHOCTTa Ha MHOpMaLMATA CbFNAacHO U3UCKBaHMATA Ha cTaHaapT BAC ISO/IEC 27001;

* /138bplUBaHe Ha MbPBOHAYaEH OAMUT Ha HA/IMYHNUTE cUCTeMM/NpoLLeaypu U NPaKTUKK 3a yNpas/ieHne Ha CUrypHOCTTa Ha nHopMaLumaTa;

¢ PaspaboTBaHe Ha NOAUTUKK, NPOLEAYPU, PEFUCTPU U LOKYMEHTU B CbOTBETCTBME C M3UCKBAHMATA HA CTAaHAAPTA;

¢ YTBBbPKAABaHe Ha pa3paboTeHaTa cuctema 3a ynpasaeHue Ha CUrypHOCTTa Ha MHGOpPMauuAaTa OT PbKOBOACTBOTO Ha NpeanpuUATUETO;

e [IpoBeXKaaHe Ha BbTPeLIEH OANT U Npernes oT pPbKOBOACTBOTO;

e CepTndunumpaHe Ha BbBegeHaTa CMCTeMa 3a YNpaB/ieHMe Ha CUTYPHOCTTA HAa UHPOPMALMATA OT HE3aBUCUM aKpeaUTUPaH OAUTOp.




15.

UsrpaxkpaHe Ha cuctema
3a 3awmTa Ha
MHpopmauuATa B IOKaNHA
mpexa

MuHUMmaneH 06xBaT/PyHKLMOHAAHOCTM:

® 3aWKTHA cTeHa 3a GUNTPUpPaHe Ha MHTepHET TpaduKa;

¢ CucTema 3a pa3nosHaBaHe Ha npobusu (IPS);

e CCTeMa C LeHTPaM3NPpaHo ynpaBaeHKe 3a 3almMTa Ha CbPBbPU U PABOTHU CTAHLMKM OT 310BPELEH KO U MpeXKoBM aTaku (EDR);

* YnpasneHue n GUATpUpaHe Ha A4OCTbMNA A0 MHTEPHET 33 OrPaHUYEHNe Ha JOCTbNA 40 HEXeNaHu CaliToBe;

* LleHTpann3npaHo ynpasaeHne Ha A0CTbMA, MHTENPUPAHO C BCUUYKM KOMMOHEHTM Ha CUCTEMATA, BKKOUYUTENHO CBbP3BaHE C MpeXKaTa
NnocpeaCcTBOM KMUYHA UM BEe3XKMYHA BPb3KA MU MHOropaKTopHa aBTeHTUdMKaums (MFA);

* Bb3MOXKHOCT 3a CUTYpeH OTZasledeH AOCTbN A0 pecypcuTe Ha opraHmsaumaTta (VPN);

¢ lleHTpanusmpaHo cbbupaHe, aHanM3 U HabnaeHWe Ha }KypHanHU ¢annoBe 3a pasno3HaBaHe Ha CbbUTKA, CBbP3aHM C KMbepcUrypHocCTTa
(SIEM), KoliTO arpervpa *KypHanuTe oT ropensbpoeHnTe cucTeMu.

® XapayepHW eNnemMeHTH, BKIIOYEHN B MUHUMANHUA 06XBaT:

- BupTyaneH cbpsbp, Mam

- ®U3nYeCcKN CbPBBP; TOUKM 3a BE3XKMYEH AOCTBM; MPEXKOBU KOMYTAaTOP; MPEKOBM MapLUpPyTU3ATOP.

16.(U3rpaxkpaHe Ha cuctema |MuHUManeH 0bxBaT/PpyHKLMOHANHOCTH:
3a apxmMBUpaHe Ha * AHaNM3 1 M3TrOTBAHE Ha MNJIaH 33 apxuBMpaHe Ha nHpopmaumaTa, obpaboTBaHa OT NpeanpPUATMETO;
MHbopmauus ¢ ABTOMaTMYHO apXuBUpaHe Ha MHPOpPMaUMA OT CbPBBLPU/PAabOTHMU CTaHLUN/MOBUAHM YCTPOICTBA CbINACHO U3rOTBEHUA NAaH;
¢ BrpageHa 3awmTa oT aTaku oT TMna "ransomware";
* Bb3MOXKHOCT 33 MHTErpaLms ¢ LLeHTPaAM3MpPaHo ynpasiaeHne Ha AocTbna (Npy HaiMuMe Ha TakoBa);
¢ PazpaboTBaHe Ha Npoueaypu 3a Bb3CTaHOBSABAHE OT apXMB M NPOBEXAaHE Ha MUHUMYM efHO NPOOHO Bb3CTaHOBABAHE.
¢ XapayepHu eNeMeHTH, BKAOYEHU B MUHUMANHUA 06xBaT:
- BupTyaneH cbpBbp 3a CbXpaHeHWe Ha MHbopMaLma, Uam
- dU3MYeCcKM CbpBBP 3a CbXpaHeHKe Ha MHPOPMaLLMA; NEHTOBO YCTPOMCTBO/POBOT 3a apxmnBmupaHe.
17.|U3srpaxaaHe Ha cuctema [MuHumaneH 06x8at/dyHKLMOHANHOCTHU:

3a ynpas/ieHue Ha
CbXpaHeHUeTo U
cnogensAHeTo Ha
nHpopmauyma

e LleHTpanusmMpaHo ynpasaeHue Ha AOCTbNA Ha CAYKUTeNUTe A0 MHOOPMALMA U CNOAENSAHETO U;

¢ LleHTpannsmpaHo ynpaBaeHue Ha A0CTbNA 40 MHPOPMALMA, MHTErPUPAHO C OCTaHANTE CUCTEMM B CTPYKTYpaTa Ha OpraHM3aumaTa;
* Hanunuue Ha }ypHaneH 3anuc Ha AeinctemaTta Ha notpebutenute (audit log).

* XapAyepHU enemeHTH, BKAOYEHN B MMHUMaNHUA 0bxBaT:

- BupTyaneH cbpBbp 33 CbXpaHeHWE U ynpaBaeHue Ha MHGOPMALMA U JaHHU, UK

- dU3nMYecKn CbpBbBP 3a CbXpaHeHWe M yrnpasaeHne Ha MHGopMaLMA U AaHHW.




BAXHO:

1. B MMHMUManHua o6xBat Ha Bcuuku UKT ycnyru u pewenus ot Mpynu |, 1l v 1l (c u3KntoueHme Ha ycayrute no T. 2 U T. 4 ot CNUCbKa No-rope) e BKAOYEHO
NpeAocTaBAHETO Ha 0byueHue 3a CAyXKUTenuTe Ha NpeaNnpPUATMETO-KaHAUAAT 3a pabota c BHeapeHuTe UKT pelueHuns ot ctpaHa Ha M36paHUA U3NbAHUTEN HA
cbotBeTHaTta UKT ycayra/pewsenue.

2. B cnyyvait, ye npepnoxKeHUATa 32 U3NbAHEHUE HAa MHBECTULMMN BKAKOYBAT BbBEXKA4aHe Ha cuctema 3a ynpasneHue Ha pecypcute (ERP cuctema), nocoyeHa B T.
6 ot CnncbKa No-rope, To He e A0NYCTUMO BK/IIOUBAHETO Ha ycayru/peLlieHuns 3a BbBeXKaHe Ha oTAeIHUTe Moayam/cuctemm, nocoyeHm B 1. 8, 9 m 10 ot
Cnucbka. NpegnoxeHuata moraT A4a BKAOYBAT AM ycnyra/pelueHne 3a BbBeXaaHe Ha uanoctHa ERP cucrema (1. 6 ot Hactoawma CnucbK) uam
ycnyrn/pelueHuns 3a BbBeXKAaHe Ha OTAeNHUTEe MOAYAN/CUCTeMM, NOCOYEHN B T. 8, T. 9 1 T. 10 oT CnuncbKa.

3. [leiiHOCTUTE 3a perncTpauma Ha Tbproscka mapka B bbarapua n/unm s EBponeiickua cbio3 (T. 2 1 T. 4 oT CNucbKa No-rope) ca AONYCTUMU CaMO B Cayyaid, ue
NpeA/ioXKeHMeTo 3a U3NbJIHEHME HA MHBECTULUA BKJIIOYBA Cb3ZaBaHe Ha OH/IaliH MarasuH U pecnekTUBHO Cb34aBaHe Ha KoprnopaTuBeH yebcaiT:

- aKO NpeaNoXKeHUETO BK/OYBA Cb3AaBaHe HA OHNalH MarasuH, TO NO NPeLeHKa Ha KaHaMAaTUTe e A40NyCcTUMa yCyraTa no T. 2 ot Cnucbka;

- aKO NpeaNoXKeHUETO BK/OYBA Cb3AaBaHe HA KOpNopaTuBeH ye6caiiT, TO No NpeLeHKa Ha KaHAUAATUTE e A0NYCTMMA ycayraTa no T. 4 ot CnucbKa.
MpepnoxKeHUA, BKAIOUBALLMN eAMHCTBEHO ycayra 3a ,,Pernctpaumns Ha Tbproscka mapKa B bbarapua u/unm B EBponeiickua cblo3 3a Cb3[aAeHUA OHNANH
marasuH” (1. 2 ot Cnncbka) u/mam ycayra 3a ,,Peructpauma Ha TbproBcka mapKa B bbarapua n/wnum 8 EBponeiickua cbios 3a cb3gafeHnUa KopnopaTtueeH
yebcaint (1. 4 ot CnucbKa) ca HegonycTMMM No npoueaypara.

4. Mo npouepypaTta He morar aa ce I'IPMAOGVIBaT XapAayepHu esieMeHTU, KOUTo He Ca BK/IIDYEeHU B MUHUMATHUA o6xBaT 1 He ca U3pU4HO VI36POEHM KaTto
AOMNB/IHUTE/THN XapAyEepPHU eNNeMeHTH, HQO6XOAMMM 3a BbBeX4adHETO Ha CbOTBETHATA ycnyra/pel.uel-me cbrnacHo Cnucbka no-rope.

5. B cnyuait, ue MHBeCTULMATA BKAIOUBA ycayra/peweHue 3a "MapKeTuHr B coumanHu meguum (social media marketing), BknountenHo ynpasnenue Ha PPC (pay-
per-click) peknama", gonycTMmu ca camo pasxoauTe 3a ynpasseHMe Ha NPOGUAUTE U PeKNaMHUTE KAMMAHUKU CbINAacHO MMHUMaNHUA 06XBaT, ONUCaH B
CnucbKa no-rope. He ca gonyctumu pasxoguTe 3a NPOMOTMPAHE Ha CbAbpP}KaHME U 3a peann3auma Ha peKlaMHUTEe KaMNaHWUU B COLLMANHU MEAUN, MPEKM,
TbpPCauKMm.




